Mediaocean Password FAQ

The login process for Mediaocean applications provides security as well as allows you to manage your own

password.
This document will answer the following questions:

e How do I logon?

e How do I change my password?

e What do I do if | forget my password?

e What do | do if my password expires?

e What do | do if my User ID becomes disabled?

e What do | do if I am still unable to resolve my login problem?

e What are the password requirements?

How do I logon?

1. Access the Mediaocean Login screen.
2. Enter User name and Password.

3. Enter your Company and Office code.
4. Select your Language.

5. Click the <Sign In> button.
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How do | change my password?

4
1. Access the Mediaocean Login screen. Q w SpectrahV
2. Click the <Change Password> button.
3. Enter your current password in the Old Password field. @
4. Enter a new password following the displayed password requirements in T

the New Password field.

Verify New Password

Enter your new password again in the Verify New Password field.

Save Cancel

Click the <Save> button.

Password Requirements

You will then be logged on and will see the Mediaocean dashboard. 1) Passwords are nof case sensitive
2) Maximum password length is 10
characters.
3) Minimum password length is 7
characters. (Some installations may require
more.)
. 4) At least one number is required; however,
Wh at d (@) I d (0] |f I fO rg et my p asswo rd ’) a password cannot start with a number or
symbol.

5) Numbers cannot be next to one another.
6) The following symbols are allowed when
. creating a new password $ ¥ @,and _
1. Access the Spectra AV Login screen 7) No spaces are allowed.

8) A new password cannot be the same as
the last 32 passwords you have used

2. Click the <Forget Password?> button.

Forgot password
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Press the 'Continue’ button to send a password
reset link to email address:

ghutchison@mediaocean.com
If this email address is not correct,

please contact your Internal Help Desk or
Administrator.

Continue Cancel

Change password

3. Verify the displayed email address to which the password reset link will be sent. If this email address is
not correct, contact your Internal Help Desk or Administrator.

4. Click <Continue> to display a confirmation window informing you that a password reset link was sent
to the verified email address.

5. Open your email from the Mediaocean Security Administrator.
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@ This might be a phishing message and is potentially unsafe. Links and other functionality have been disabled. Click here to enable functionality (not recommended).

From: Mediaocean Security Admininistrator <security @mediaocean. com =

To: wvamialbi W I P
Co
Subject: Mediaocean password reset request

To begin your password reset process, click on the following link:

http://192.168.222.66/Productions/LoginController?u=rO0ABXNyAChjb20u¥YWR3YXJILmFzNDAWLUIC2V 0U GFzc3dvemQkUmVzZXRMawWsrOhodEjf2iYcC%
0AAAtaABY]aGFUZ2VOYXNzd29yZFIIckVIc3RaABZkaXNhYmxIZFByb27pbGVSZXF1ZXNOWEAWCGFz%0Ac3dvemRFeHBpecmy kUmVxdWWzdEwAB2ZNvbXBh
2BAAFMAASpbmI0aWFsUHIVZ3IhbXEATEABTAAIBGFUZ3VhZ2VAHAAAUWACWRVZ2IUU GFnZXEASOATEABTAAGB2ZmMaWNIcOB%2BAAFMAARDaWLIcOB
0ANY8YNC8yMDEydAAIWVFNUTUIER]ZMJAABRXQAEFN1cHBvecnRMb2dpbiSqc3B0AAIWMXQACDASO]I0%0A0]Q0dAAIaHY 0Y2hpc29uls0A

If you received this email unexpectedly, another user my have initiated the request by mistake. If this is the case, then no further action is needed.

Sincerely,
Mediaocean Support.

6. Click the link to display the Password Reset Window where Enable Links and other functionality (not recommended)
you enter your new password. Note: If you receive a A 1dd Sender to Ssfe Senders Lt
“Phishing” message high|ighted in PINK at the top of your Add the Domain @mediaocean.com to Safe Senders List

email, right click the message and click “Enable Links and Other Functionality”.
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) New Password

Verify New Password

Save

Password Requirements:

1) Passwords are not case sensitive.

2) Maximum password length is 10
characters.

3) Minimum password length is 7
characters. (Some installations may require
more.)

4) At least one number is required; however,
a password cannot start with a number or
symbol.

5) Numbers cannot be next to one another.
6) The following symbols are allowed when
creating a new password: $.# @.and _.

7) No spaces are allowed.

8) A new password cannot be the same as
the last 32 passwords you have used.

Forgot password
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7. Enter your password in the New Password field following the displayed password requirements.
8. Verify your password by entering your password again in the Verify New Password field.
9. Click <Save> to save your password.
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10. You will then be logged on and will see the Mediaocean dashboard.

What do | do if my password expires?

1. If your password expires, the “Your Password Expired” Window displays.
Note: Passwords expire every 90 days or less.

Enter your expired password in the Old Password field.
Enter your new password following password requirements in the New Password field.
Verify your password by entering your password again in the Verify New Password field.

a k> w N

Click <Save>.

What do | do if my User ID becomes disabled?
A User ID will become disabled if you incorrectly type your password three times in a row.

1. If you incorrectly type your password three times in a row, the email ’4
verification window displays. P SpectraAV

2. Verify the displayed email address to which the password reset link
will be sent. If this email address is not correct, contact your Internal e the Contin'buton f sond passord
Help Desk or Administrator. ghutchison@mediaocean.com

3. Click <Continue> to display a confirmation window informing you B oty il Hep Do or
that a password reset link was sent to the verified email address.

Continue Cancel
A password reset link was sent to your email: ghutchison@mediaocean.com T

4. Open your email from the Mediaocean Security Administrator.

@ This might be a phishing message and is potentially unsafe. Links and other fundtionality have been disabled, Click here to enable functionality (not recommended].
From: Mediaocean Security Admininistrator <security @mediaocean.com>

To:

Co

Subject: Mediaocean password reset request

To begin your password reset process, click on the following link:

http://192.168.222.66/Productions/LoginController u=rO0ABXNyAChjb20uYWR3YXIILmFzNDAWLIIC2YV 0U G Fze3dvemQkUmV zZ XRM aWSrOhodEjf2iveC%
0AAAtaABV]aGFuZ2VayYXNzd29yZFllcXVic3RaABZkaXNhYmx[ZFByb27pbGVSZXF1ZXNOWEAWCGFz%0Ac3dvemRFeHBpomV kU mVxdWWzd EwAB2ZNvbXBh
2BAAFMAASpbmItaWFsUHIVZ3IhbXEATEABTAAIDGFUZ3VhZ2VxAHAAAUWACWXVZ2IUU GFNZXEASDATEABTAAGD2ZmaWNIcOB%2BAAFMAAROaWLIcOB
O0ANY8YNC8YMDEydAAWFNUTUIERZMAAABRXQAEFNLcHBYcnRMb2dpbisgc3BOAAIWMXQACDASO]I0% 0A0]Q0dAAIaHY 0¥ 2hpe29u%0A

If you received this email unexpectedly, another user my have initiated the request by mistake. If this is the case, then no further action is needed.

Sincerely,
Mediaocean Support.

5. Click the link to display the Password Reset Window where BT ——.
you enter your new password. Note: If you receive a AV sdd Sender o Safe Senders Lit
“PhIShing" message highlighted |n PINK at the tOp Of yOUT Add the Domain @mediaccean.com to Safe Senders List

email, right click the message and click “Enable Links and
Other Functionality”.
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Password Requirements:

1) Passwords are not case sensitive.

2) Maximum password length is 10
characters.

3) Minimum password length is 7
characters. (Some installations may require
more.)

4) At least one number is required; however,
a password cannot start with a number or
symbol.

5) Numbers cannot be next to one another.
6) The following symbols are allowed when
creating a new password: $.# @.and _.

7) No spaces are allowed.

8) A new password cannot be the same as
the last 32 passwords you have used.

Forgot password

© 2013, Medisccean Al rights reserved. | English (United Ststes)
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6. Enter your password in the New Password field following the displayed password requirements.
7. Verify your password by entering your password again in the Verify New Password field.
8. Click <Save> to save your password.

What do | do if I am still unable to resolve my login problem?

e The onsite Database Administrator can check your e-mail address, and perform other password
maintenance operations.

e If the onsite Database Administrator is unable to resolve my login problem, contact Mediaocean Client
Service department.

What are the password requirements?

e Passwords are not case sensitive.

e Maximum password length is 10 characters.
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e Minimum password length is seven characters.
(Some installations may require more than seven characters.)

e At least one number is required; however, a password cannot start with a number or a symbol.
e Numbers cannot be next to one another.

e The following symbols are allowed when creating a new password: $, #, @, and _.

e No spaces are allowed.

e A new password cannot be the same as the last 32 passwords you have used.
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